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PART ONE INTRODUCTION
1.1 THOUGHT LEADERSHIP: 2022, A YEAR IN REVIEW
Amanda Brock

CEO
OpenUK

OpenUK’s State of Open reports began in 2021' and have taken a both well-received
and ground-breaking approach to reporting, pushing boundaries further each year in
the pursuit of quantifiable knowledge about open source software and by building an
evidence based approach. This year we are again refining our process further. We start
the process with this overview of 2022 (with the odd peek into Q1 of 2023) as Phase
One of this year’s report.

We will build Phases Two in June and Phase Three in September from a survey in May,
designed to obtain the base data required to update the economic impact of open
source software in the UK. From this we may also build a view of possibilities for the
future development of this.

My key take-aways from the information OpenUK shares in this Report is that the UK
sits at the number one position in Europe in terms of GitHub accounts. This has become
the traditional - if fallible - measure of open source software developers, referred to
as “developer accounts”. Having established that the UK is Number One in Europe and
Number Five globally in terms of these developer accounts, as of October 20222, By
January 2023 the number of accounts goes over three million.

This means that the UK starts 2023, with 4.5% of the UK population holding a GitHub ac-
count - higher per capita than any other country in the world. This figure substantiates
our view of the UK as a global leader in open source software through contribution and
number of developers.

This concept of leadership through contribution will also be considered and this and the
contribution to the ecosystem, digital public good and paying maintainers will be con-
sidered across the phases of this year’s report alongside the economics of Open Source
Software.

Our first annual State of Open Con took place in the Queen Elizabeth Conference Centre
in February. The outputs of this conference will also form part of our 2023 reporting.
We intend to build a distinct document around the business of open source software,
as well as our State of Open Reports including case studies from UK based businesses in
Phase Two and onwards. All phases will include Thought Leadership.

You will not have escaped the hype around Al, what with the onslaught of Generative
Al and Chat GPT related data crossing our inboxes and the UK’s draft Al Bill. These will
inspire an Al focus to Phase Two, taking a detailed review of the impact of Al on Open
Source and Open Source on Al.

1 https://openuk.uk/stateofopen
2 https://octoverse.github.com/2022/global-tech-talent
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The ongoing discussion of security in a digital world at a policy level will provide focus
for a Phase Three in the early autumn. Our UK Consultation on Security comes to an
end on 1 May and the consultation itself indicates a more appropriate approach to secu-
rity and open source software than Europe’s disastrous Cyber Resilience Act. The global
landscape is critical and a greater consideration of the US approach “In order not to
hamper innovation or research, free and open source software developed or supplied
outside the course of a commercial activity should not be covered by this Regulation”
whilst touched on in this Phase One, will also be included in future phases.

All of the work across our Phases in 2023 will demonstrate the place of the UK as a
global power in Open Source Software technology, its leadership in Europe and the eco-

nomic impact this has on the UK economy.

Our Survey will hit your inboxes in May and we very much need your input into this to
allow for this economic analysis.

State of Open: The UKin 2023  Phase One  2022: A year in review 3
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1.2 THOUGHT LEADERSHIP: CREATIVE DESTRUCTION
AND OPEN TECHNOLOGY

A combination that drives innovation for good

Professor Eleanor Shaw OBE,
Vice Principal,
University of Strathclyde

The Austrian economist Joseph Schumpeter coined the phrase ‘Creative Destruction’
in 19423 to describe the impact of innovations in capitalist economies. While his views
have been much debated, they have been hugely influential on free-market economists
and economies globally.

Creative destruction is a provocative term for the idea that in free markets, creativity
and innovation lead to new products, services, business models, processes, even views
and opinions that ‘destroy’ existing ways of doing things, replacing them with new, im-
proved and often very different alternatives. Schumpeter rightly identified entrepre-
neurs as drivers of innovation — individuals who spot market opportunities and go on to
exploit these through technical, organisational, and other innovations.

Since 1942 our world has changed in unimaginable ways, often driven by innovations
that have simultaneous positive and negative impacts. The birth of online streaming ser-
vices, led by Netflix have, on the one hand expanded the range of onscreen entertain-
ment for billions while, on the other, contributed to the demise of video rental stores
and challenged the programming structure of publicly funded providers including the
BBC. Likewise, e-commerce giants Amazon have expanded consumer choice and conve-
nience while also being responsible for the closure of local independent shops, making
many UK highstreets into ‘ghost towns’.

Away from these well documented examples of the mixed effects of creative destruc-
tion, there are multiple instances of innovations delivering numerous benefits for indi-
viduals, communities, and societies by improving their health, education, and wellbe-
ing; ultimately enhancing their standard of living. The potential for innovations to be a
force for good — to address climate challenges, improve food security, reverse the loss
of biodiversity, and many more complex, difficult but very real problems, is enormous.

With the improvements that technological and digital innovations have made to the
opening of data, software, and coding, this potential is a real and present opportunity
in which entrepreneurs globally are fully engaging to address inequalities, exclusion,
poverty, and problems and challenges that have endured for decades, if not centuries.

What distinguishes the innovations created through access to open technology is that
they are driven by and achieved through collaborations at all levels: regional, national,
and global.

The combination of an abundance of pressing problems, open technologies, and indi-
viduals, communities and organisations with an entrepreneurial mindset focused on
discovering innovative solutions through collaboration, through the building of innova-
tion and entrepreneurial ecosystems and clusters, and the open sharing of knowledge,

3
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data, expertise, contacts, R & D, and other resources essential for innovation for good,
has the very real potential to drive transformational, life changing, lifesaving changes.

A superb example of this is the Mojaloop payment platform, spun out of the Gates Foun-
dation allow payment infrastructure to be created in emerging markets whilst the local
communities engage in learning how to contribute. Not simply providing a resource but
providing skills for the future.

On the open data front, HUB Ocean, an independent, non-profit, non-compete founda-
tion that provides a partner community by developing a ground-breaking data platform,
applications, and tools to pilot new approaches to ocean governance. Their mission
is, ‘To change the fate of the ocean by unleashing the power of data, technology and
collaboration’. HUB Ocean has joined the World Economic Forum’s C4IR Network (Cen-
tre for the Fourth Industrial Revolution) and their vision is to become the world’s data
collaboration hub. They seek to unlock the power of data, collaboration, and technol-
ogy by facilitating collaborations between scientists, governments and industries and
catalysing innovation through open access to combined data across all sectors made
available on their Ocean Data Platform* which makes it possible (and easy) to share,
collect, store and work with ocean data. Another example is provided by the recently
launched Gender Index® - a live, interactive tool that maps every single active UK com-
pany (totalling 4.4 million) in every county, region, Local Economic Partnership, and lo-
cal authority in real-time. Providing free, open access to data on gender, regions, sectors
and investment, it is a ground breaking, first-of-its-kind platform which provides data
(concrete evidence) that highlights women’s’ under representation in entrepreneurship
and is providing practitioners, policy makers and academics with access to evidence
to help them better understand the composition of the UK’s business base and inform
policies, interventions and actions that can growth women’s’ participation in business
ownership.

Like OpenUK, these and other examples of open source software and open data plat-
forms and the sharing of and free access to open source software, open data, and open
hardware, are reliant on collaboration and community and are case studies of the inno-
vations made possible when we collaborate together within and across entrepreneurial
ecosystems.

By putting in place the necessary legislation and regulations to support these types of
innovative collaborations, and by educating governments, markets, organisations, sci-
entists and communities about the multiplier and synergistic benefits of open technol-
ogies, creative destruction as a force for good can grow and prosper.

Understanding the nuances of entrepreneurship and business growth in this ecosystem
is a dark art, and one which is not yet well documented or built into the curriculum de-
spite the increasing growth of open source software to a point of normalisation and the
use of open data becoming increasingly prevalent across our services today.

With this in mind The University of Strathclyde has supported OpenUK’s State of Open
Con 23 in hosting an Entrepreneurship room engaging with founders of open source

4 https://www.hubocean.earth/platform
5 https://www.thegenderindex.co.uk/
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software businesses and will be building a MOOC, “The Business of Open Source” by
OpenUK in association with The University of Strathclyde.

1.3 THOUGHT LEADERSHIP: THE OPEN SOURCE LANDSCAPE

James Governror,
Founder and Analyst,
Redmonk

A few months ago GitHub announced that it now has 100 million users®. Having set a
goal of 100m developers by 2025 back in 2019, it has blown through its prediction quite
easily. Which makes early 2023 a particularly good time to run a conference about open
source and open approaches to software development — see State of Open Con 23’.

According to Thomas Domke, GitHub CEO:

“Today, developers are no longer just people building software for technology
companies. They’re an increasingly diverse and global group of people work-
ing across industries, tinkering with code, design, and docs in their free time,
contributing to open source projects, conducting scientific research, and more.
In 2015, almost a third of developers on GitHub were from North America. To-
day, some of the fastest-growing regions are far away from the U.S., for exam-
ple, in Southeast Asia, Africa, and South America. In India alone, more than 10
million developers use GitHub to build software. And in Brazil, over 3 million
new developers use GitHub.

This global exchange of ideas is helping democratize who a developer is, what
they work on, and where they live. Developers today are committing code,
contributing documentation, and building new solutions to solve new prob-
lems on a global level.”

Even given significant caution about counting every GitHub user as an individual devel-
oper, these numbers show really impressive growth and traction. | have written before
about the difficulty of counting and estimating developer populations®, but GitHub user
growth is as good a proxy for real developer growth as any. | have been assuming the
world developer population will hit 100m in about 2029. No clever stats, just fairly con-
servative compound annual growth of about 15% would get us there.

What is obvious, and becomes clearer every day, is that Open Technology generally,
and Open Source specifically, drive community growth and adoption. They are accelera-
tors. Open Source makes platforms accessible, makes learning accessible, ideally makes
people and communities more accessible. Open Source also drives positive economic
outcomes and growth. Show me a geography with strong growth in Open Source adop-
tion and | will show you an economy with a thriving tech ecosystem. That’s certainly the
case in the UK —London is ranked number two for start-up activity globally in numerous

6 https://github.blog/2023-01-25-100-million-developers-and-counting/
7 https://stateofopencon.com/
8 https://redmonk.com/jgovernor/2017/05/26/just-how-many-darned-developers-are-there-in-the-world-github-is-puzzled/
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studies including the Startup Genome Project®.

The UK also leads Europe in Open Source activity, according to GitHub. Open Source
activity and economic growth go hand in hand. Sit at a desk at any start-up with the en-
gineering team and you’re going to hear the team talking about Open Source Software
projects and products — that’s how they do their work.

The cloud is bigger than Open Source, but couldn’t exist without it. All those SaaS$, con-
sumer apps and developer infrastructure services you use daily — all built with Open

Source technologies and methods.

Open Source ate software development before software ate the world.

15% CAGR

100

0
2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2020

Figure 1 CAGR over time

8

8

The Open Technology economic flywheel is also increasingly obvious globally.

| would argue that we couldn’t see the explosive growth in tech in African countries
without Open Source Software. In fact | did, in this piece Projecting Africa: software
growth, ecosystems and the future arriving®.

Open Source, online learning, cloud services and hustle are really the charm, driving
adoption of newer technologies and approaches. While universities are still teaching
older programming languages such as C++ and Java, self-taught developers are emerg-
ing with Javascript — which is of course the lingua franca of the modern web —and cloud
skills. Advocacy, online teaching and learning and sharing are baked into the culture,
which is creating a flywheel.

But Open Source doesn’t tend itself. Code and communities need care and feeding,
chopping wood and carrying water, in order to be sustainable.

In the UK Amanda Brock had the idea that we needed an organisation to lobby on open
technology’s behalf, and to help sustain communities and individuals working here. That

9 https://startupgenome.com/report/gser2022
10 https://redmonk.com/jgovernor/2021/12/02/projecting-africa-software-growth-ecosystems-and-the-future-arriving/
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idea became OpenUK?'!, an organisation set up to develop UK leadership and global col-
laboration in open technology.

That idea has also fostered a new annual tech conference taking place for the first time
in London in early 2023 — State of Open Con*2.

If you're interested in open culture and technology this conference is the place to be.
Conference Tracks include security, platform engineering, sustainable open source,
open hardware, open data, entrepreneurship, and government policy. The 2023 speak-
er list was incredible but the hallway track is probably what | was most excited about. It
was great to see so many of my open source friends, in one place, without having to get
on a plane to do so.

You can watch all 65 hours of online content from State of Open Con 23 as unlimited
free download.

11 https://openuk.uk/
12 https://stateofopencon.com/
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PART TWO LITERATURE REVIEW
2.1 OPEN SOURCE SOFTWARE REPORTING IN 2022

In July 2022 OpenUK published “State of Open: The UK in 2022 Phase One”. The Report
showcased that 97% of UK organisations consume, contribute to and/or distribute Open
Source Software in the UK.

Responses indicated that Open Source Software is widespread but interaction - con-
suming, contributing and distributing - varies according to an organisation’s capabilities.

Findings of the 2022 survey show that:

o 81% of respondents consumed, contributed and distributed products and ser-
vices based on Open Source Software; and

o 13% consumed and contributed to, but did not distribute products and services
based on Open Source Software; and

o 6% consumed and distributed but did not contribute to products and services
based on Open Source Software.™

@ Consume, Contribute and Distribute
@ Consume and Contribute but don’t Distribute

Figure 2 How organisations utilise - consume, contribute to and distribute products and services based on Open Source Software

77% of organisations involved in the distribution of their code as Open Source Software
use Github.com, followed by self-hosted Gitlab (12%) and Gitlab.com (11%) *

13 OpenUK. (2022). State of Open: The UK in 2022, Phase 1. Retrieved from: https://openuk.uk/stateofopen/
Question 4&5
14 OpenUK. (2022). State of Open: The UK in 2022, Phase 1. Retrieved from: https://openuk.uk/stateofopen/ Question 7
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77%

Github.com

12%

self-hosted Gitlab

Figure 3 Repositories used by organisations for distribution of open source software

38% of respondents spend 0-20 hours per week supporting and working with Open
Source Software®.

When looking at the challenges and benefits over years of engagement with Open
Source, the 2022 OpenUK survey showed that governance and good practice knowl-
edge was the biggest challenge overall.

Those using Open Source Software for more than 3 years choose issues relating to main-
tenance and security as the top challenge?®®.

In terms of benefits, cost saving in that no licence fees are payable was the main ad-
vantage of Open Source Software for both those organisations with 3 years or less and
those with more than 10 years of engagement, whereas community contributions mat-
ter for those with 4-6 years of engagement, whereas those with 7-10 years of experi-
ence in Open Source Software put collaboration at the top of their benefits list’.

The State of Open Report is not the only 2022 report showing increasing organisational
interaction with open source software. The Linux Foundation’s recent report, ‘World of
Open: Europe Spotlight 2022,"*® indicates that In the last 12 months, 47% of European
survey respondents said that the value that they derive from Open Source is continuing
to grow. This result encompasses respondents from 42 countries in Europe and includes
the UK.

Echoing the OpenUK findings, the Linux Foundation report highlights that 46% of Euro-
pean respondents felt that there was a notable lack of clear policy at their organisation
in relation to contribution to Open Source Software.

In addition, the report notes that Open Source Software is suffering from growing sus-
tainability challenges; i.e. organisations tend to ‘take’ more than they ‘give’.

The Linux Foundation estimates that 31% of its members are European and to reflect
their strong involvement, and the leading role of the EU in promoting open source and
international standards in the digital world (such as the RGPD), the foundation an-

15 OpenUK. (2022). State of Open: The UK in 2022, Phase 1. Retrieved from: https://openuk.uk/stateofopen/ Question 10
16 OpenUK. (2022). State of Open: The UK in 2022, Phase 1. Retrieved from: https://openuk.uk/stateofopen/ Question 12
17 OpenUK. (2022). State of Open: The UK in 2022, Phase 1. Retrieved from: https://openuk.uk/stateofopen/ Question 11
18 The Linux Foundation. (2022). World of Open: Europe Spotlight 2022. Retrieved from: https://www.linuxfoundation.

org/research/world-of-open-source-europe-spotlight
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nounced in September the creation of Linux Foundation Europe (LF Europe) based in
Brussels, Belgium.

2.2 ADOPTION OF OPEN SOURCE SOFTWARE

Although there are numerous and valuable global reports published, there continues to
be limited literature and data in relation to the consumption and distribution of Open
Source Software specifically in the UK. Moreover, despite the increasing importance
of Open Source Software in the UK, various issues with measurement have prevented
researchers from analysing how its impact varies across different businesses and indus-
tries.

This section reviews some of the most recent reporting efforts to understand the breadth
and form of interaction with Open Source Software.

GitHub’s recent report ‘Octoverse 2022: The State of Open Source Software! indicates
that there are 94M developers on GitHub globally with 20.5M new accounts in GitHub
in 2022.

Specifically for the UK, Github suggests a 23% increase from 2021 in the number of UK
account holders- that’s a growth of 488k new developers in 2022 in the UK. with a total
of 2.8M accounts overall in the UK currently.

Red Hat’s 2022 report, ‘The State of Enterprise Open Software?” notes that 80% of
EMEA IT leaders are increasing the use of Open Source Software for emerging technolo-
gies. It predicts that enterprise Open Source Software will see a rise in usage from 29%
to 34% in the next two years?..

In a report projecting the proliferation and value of Open Source Software in France and
Europe to 2027, CNLL and Markess*? confirm that Open Source Software has become
a major factor for organisation’s innovation processes and continues to grow in the UK
and wider Europe.

The CNLL and Markess report estimates the market in the UK to be valued at 5.5.billion
euro in 2022% (a 8.2% increase from 2021) and notes that cost savings, ease of collab-
oration and skill development are the main reasons for adoption in the UK. It suggests
that overall, the Open Source market in the EU, both in business and government insti-
tutions.

The Open Source Kubernetes software and Cloud Native are increasingly seen as the
future of the technology driven economy.

“The Kubernetes State of Play 2022” report by Civo* found that 51% of 1,000 cloud

19 https://octoverse.github.com/
20 RedHat. (2022). The state of enterprise open software.
Retrieved from: https://www.redhat.com/en/resources/state-of-enterprise-open-source-report-2022
21 EMEA includes UK, Germany and UAE
22 Markess. (2022). The Open Source Market. Retrieved from: https://cnll.fr/news/2022-survey-the-open-source-

market-in-france-europe/#:~:text=Paris%2C%20November%208%2C%202022%20%E2%80%93,
its%20development%20up%20t0%202027.

23 These growth forecasts were based on the analysis of revenues of the supplier present in different market
segments analysed and on available public data (macro-economic public data).
24 Civo. (2022). The Kubernetees State of Play 2022. Retrieved from: https://www.civo.com/kuberne
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developers are now using Kubernetes and/or containers in their operations. That’s up
from 49% in 2021. Civo focused on how cloud developers use Kubernetes across their
operations, the challenges they see and the evolving use cases for the technology in
years to come. The research aligns with a big picture of increasing adoption across the
industry. Cloud Native Computing Forum (CNCF) research highlights that 5.6 million de-
velopers are using Kubernetes globally today.

There has been significant growth in enterprise adoption: CNCF’s latest data found that
respondents from organisations larger than 5,000 employees are “far more likely to use
Kubernetes than those working at smaller organisations”?®

Across 2022, Civo research highlighted that 57% of respondents saw an increase in the
number of Kubernetes clusters run by their organisations. The majority saw a rise of up
to 25% in the number of Kubernetes clusters they were running. There was also a steady
increase of businesses running production workloads in containers since 2021 — which
increased from 81% to 83% in 2022. Security risks continue to be a point of tension, with
53% of developers citing concerns about the security of Kubernetes.

The 2023 State of Open Source report published by Open Logic Perforce and the Open
Source Initiative indicated that 80% of organisations surveyed (of a global sample) had
increased the use of Open Source Software in 2022. 42% of the global sample chose
maintaining security policies or compliance and 38% chose lack of skills, experience or
proficiency. It’s worth noting that the third support challenge, at 37%, is keeping up with
updates and patches and maintaining end-of-life versions.

All three challenges indicate the need for curation, maintenance and security?®.

In the UK, the top reason to use Open Source Software is the ability to contribute to,
and influence the direction of, open source projects. Interestingly, lower costs did not
feature in any of the top five reasons UK organisations use Open Source Software where
all five were focused on innovation and forward thinking?’.

tes-state-of-play-2022
25 CNCF Annual Survey 2021: https://www.cncf.io/reports/cncf-annual-survey-2021/
26 Open Logic by Perforce an Open Source Initiative. (2023). State of Open Source Report.
Retrieved from https://www.openlogic.com/resources/2023-state-open-source-report?utm_source=
OSI&utm_medium=content&utm_campaign=0PL-GLB-2023Q1-CON-StateofOpenSource&utm_content=blog
27 Open Logic by Perforce an Open Source Initiative. (2023). State of Open Source Report. Retrieved from
https://www.openlogic.com/resources/2023-state-open-source-report?utm_source=0SI&utm_medium=
content&utm_campaign=0PL-GLB-2023Q1-CON-StateofOpenSource&utm_content=blog
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2.3 FOCUS ON DOWNLOADS: SCARF

Downloads are one metric of distribution among many including number of developers,
number of contributors, lines of code contributed and end user usage, to name a few.

As Avi Press of SCARF suggests,

“Any value that a piece of Open Source Software can provide always starts
with a user downloading that software.”

Understanding downloads offers an understanding of the journey users take in con-
sumption of a project even when they are not taking other actions such as a visible
contribution to the broader community. The figure provided by SCARF below (Figure 4)
illustrates download data in the UK in 2022.

This provides important insights into engagement across the UK and suggests that of
2000 Open Source packages available to end users via Scarf, the UK use of Open Source
Software is strong in commercial and government settings where a total of 4.4million
downloads, across 553 different organisations is seen across the calendar year.

In particular, the breadth of government use evident in this demonstrates what is al-
ready discussed but difficult to value: the extensive use of Open Source Software across

the UK public sector.

This will be further explored across later phases of the OpenUK State of Open: The UK
In 2023.

& SCARF 2022

C ' Asample of 2000 Open Source packages on Scarf were analyzed for their usage from the UK, and the results
"~ demonstrate how Open Source Software is vital to digital infrastructure in the UK.

@® The UKis using Open
Source n every type of
&M M environment

15M Commercial Education
5M ™
Goverment  Hosting

500K
W™ Oan  war May Jul Sep Nov Residential
M
Commercial Downloads oac
} . 4 4 < :
i = o &F miLLion .-©

Commercial [l Education Ml Goverment vosting [l Resicential Il

Total downloads recorded B Open Source activity in the UK is growing over time

Open Source downloads by 553 different ds by 1 different
companies. g ations.

Open source is used across the UK government

Y ® MANCHESTER Ministry of g . L Transport 1
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Figure 4: Downloads in the year 2022, from 2000 Open Source packages on SCARF
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2.4 FOCUS ON CONTRIBUTION

Software Power: The Economic and Geopolitical Implications of Open
Source Software’, by the French Insitute of International Relations

There is an increasing level of contribution to Open Source software. Contributions are
made by the Open Source “community”. In 2022 many of those consuming and distrib-
uting Open Source are also contributing to Open Source or are involved in sponsorships
of non-profit Open Source organisations funding the “community”.

There are however ongoing demands from the Open Source maintainers and communi-
ties for greater contribution from commercial and public sector users. This was consid-
ered by the French Institute of International relations, ‘Software Power: The Economic
and Geopolitical Implications of Open Source Software’?

The report argues that the way forward globally is to secure software supply chains
and to enhance cybersecurity. To enhance and maintain a strong software foundation
requires a sustainable solution to funding Open Source Software and to engage and
enhance public-private collaboration. In particular, the public sector has a role to play
in strengthening critical software infrastructures, including OSS supply chain, and pro-
poses improved training for developers on security issues, and the creation of a public
platform dedicated to analysing the risks associated with Open Source components. %

This form of public private initiative for the public sector to secure and maintain Open
Source Software has also been advocated for by OpenUK and will be explored further in
later phases of the OpenUK State of Open: The UK in 2023 Reports.

THE OSCI BY EPAM

The Open Source Contributor Index (OSCI)%*, designed and maintained by EPAM, seeks
to track which global commercial organisations contribute what to Open Source and to
demonstrate those that contribute the most to Open Source. It seeks to demonstrate
this by ranking overall global contributions to Open Source.

The OSCI defines the active contributors and charts participation in the “community”.

The data used by the OSCl is captured through the use of publicly available GitHub code
commit data from GitHub Archive. This includes all commits to public GitHub projects.
OSCl measures the active contributors (defined as 10+ commits by the single contribu-
tor) and the total community with at least one commit at each organisation.

The OSCl indicates that over the last two years leading technology companies Microsoft,
Google, Red Hat, Intel and IBM had the most active contributions/ contributors globally
- with employees contributing 10+ commits to GitHub per month.

While these companies consume large amounts of Open Source Software, they contin-

28 Alice Pannier, “Software Power: The Economic and Geopolitical Implications of Open Source Software”, Etudes de IIfri,
Ifri, December 2022.

29 Ibid., p. 3.

30 https://www.epam.com/open-source
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ue to contribute by open sourcing their projects and contributing thousands of com-
mits3! per month according to the OSCI Activity date from 2019-2021.

OSCl’s UK-focused data demonstrates a total of 3,171 contributors in 2022, with 1,681
being considered active making 10+ contributions to a project.

The most active contributing organisations in the UK are:
ARM, Canonical, Linaro, Collabora and the BBC3?,

The reports discussed here go a long way in the effort to communicate and clarify the
widespread role of Open Source Software and the forms of engagement that are neces-
sary to consider.

OpenUK’s work will continue its focus on the UK’s leading role in this Open Source fu-
ture with its annual survey in May 2023 and a further series of case studies building on
those in its 2021 and 2022 reports.

31 Evaluating Open Source Trends from 2020 to Today. Retrieved from: https://opensourceindex.io/p/evaluating-open-
source-trends-from-2020-to-today
32 Courtesy of EPAM
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PART THREE THE UPDATED FIGURES
3.1 WHAT THE OCTOVERSE TELLS US

GitHub’s recent report ‘Octoverse 2022: The State of Open Source Software’® estimates
that there are 20.5 million new unique Github accounts in 2022 (data to year ending in
September 2022).

Out of the major countries identified in that report, the UK accounted for 6.1% of new
account growth, making the total number of new accounts 488,000.

This represents an increase in the UK of 23%, compared to 2021, bringing the total num-
ber of GitHub accounts in the UK to 2.8 million3*.

On 5th February 2023 GitHub shared that the UK had hit 3 million users in data unpub-
lished as yet indicating 3,003,069.

This means that the UK has the 5th biggest number of GitHub accounts registered glob-
ally and is by some considerable way the largest in Europe.

Such an increase means that in 2022 4.1% of the UK population®® and in January 2023,
4.5% of the UK population had a Github account.

As per the chart below this is illustrative of the high level of engagement with Open
Source Software in the UK, as well as the nurturing environment of collaboration and
learning in the community and per capita is more than any other country in the world.

Country Total number Increase Total num- Percentage
of 2021 to 2022 ber of 2022 of population
accounts (in thousands) accounts (in that has a
(thousands) thousands) Github
account
China 7,555 1,200 8,755 0.001%
India 7,211 2,500 9,711 4.07% (2021)
USA 13,552 No data No data 1.53%
Brazil 2,369 924 3,293 1.79%
Russian 1,981 582 2,564 2.84%
Federation
Germany 1,929 426 2,355
France 1,541 373 1,914 2.82%
UK 2,277 488 2,765 4.1%

Figure 5: Percentage of population that have a GitHub account, selected countries, latest available data®

33
34
35
36

State of Open: The UK in 2023

https://octoverse.

github.com/

https://octoverse.github.com/2022/global-tech-talent
Population estimates and projections | DataBank (2022 UK population estimate)
Sources: Octoverse 2021, Octoverse 2022, unpublished data for the UK, World population data: World Bank Databank,
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PART FOUR GLOBAL LEGISLATION AND GEOPOLITICS
4.1 GEOPOLITICAL IMPACT OF OPEN SOURCE SOFTWARE

OpenUK began considering the impact of Geopolitical shift on Open Source Software
long before most other organisations from its inception in 2019, at a time when the UK
faced Brexit. Brexit was in fact one of the instigators of its formation as an organisation
in its current format. Rarely in the course of history has there been a more visible and
defined moment of Geopolitical shift than Brexit. That moment in time has had a pro-
found impact on Open Source Software in the UK and on the UK’s participation in Open
Source Software.

Government interest in Open Source is not new, but it is continuously evolving as a
consequence of increased utilisation of Open Source in its digital infrastructure. Gov-
ernments are no longer only seeking to adopt Open Source or to develop software solu-
tions, but also to contribute to the Open Source ecosystems.

At both a national and global level Governments are taking notice - it is estimated that
80% to 96% of the code that makes up global software —including proprietary software
—is of Open Source origin®’. As Open Source now sits at the heart of software used by in-
dividuals, Government and tech companies®, it’s under continuous scrutiny in relation
to security and sustainability (maintenance).

In 2019 the EU’s engagement in Open Source was at an apparent peak with its Open
Source Policy in September 2019, at a time when the UK’s long-established Open Source
Software first policy aligned to the establishment of the UK’s Government Digital Ser-
vices was no longer news®. Further legislation was added in 2021%. The European
Commission updated and expanded its Open Source strategy in 2020, linking it to the
ambition of “digital autonomy”. As a result, the Commission created an Open Source
Program Office (“OSPO”) whose role is to facilitate the implementation of the strategy
and its action plan. While the OSPO was established in 2020, it did not meet in person
until September 15, 2022%

The European Union passed the Cyber Resilience Act deals with cybersecurity as a
whole, provides for the implementation of an equivalent of Software Bill of Materials
(SBOMs), requiring software vendors to identify and document the components con-
tained in their products®

37 Synopsis, “2022 Open Source Security and Risk Analysis Report”, April 2022; K. Szulik, “Open Source Is Everywhere:
Survey Results”, Tidelift, April 12, 2018, available at: https://blog.tidelift.com; T. Herr, “Responding to and Learning
from the Log4Shell Vulnerability”, testimony to the Committee on Homeland Security and Government Affairs, United
States Senate, February 8, 2022

38 Alice Pannier, “Software Power: The Economic and Geopolitical Implications of Open Source Software”, Etudes de IIfri,
Ifri, December 2022.

39 https://www.theguardian.com/government-computing-network/2011/nov/02/cabinet-office-open-source-procure
ment-toolkit

40 https://portal.ieu-monitoring.com/editorial/eu-commission-open-source-software-to-benefit-businesses-innova
tors-and-public-interest-areas?utm_source=ieu&utm_medium=web&utm_campaign=portal

41 European Commission, “Open-Source Software Strategy 2020-2023”, October 21, 2020, available at: https://ec.europa.
eu; European Commission, “EC Open Source Program Office”, no date, available at: https://joinup.ec.europa.eu.

42 European Commission, “Open-Source Software Strategy 2020-2023”, October 21, 2020, available at: https://ec.europa.

eu; European Commission, “EC Open Source Program Office”, no date, available at: https://joinup.ec.europa.eu.
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Despite its attempt to build a solid base through its OSPO, the European Commission’s
2022 draft Cyber Resilience Act® has been extensively criticised for a lack of under-
standing of the nuance and meaning of Open Source Software. This has included from
the Open Source ecosystem. Criticism has included the Open Source Initiative (OSI)*,
and the major Open Source foundations including the Eclipse Foundation* and via the
Open Source Software Security Foundation, the Linux Foundation®.

The full list of criticism has been gathered by the OSI and made public*’. The Commis-
sion’s apparent misunderstanding of the nature of Open Source Software®® has led to
perhaps more criticism of this legislation and its place in the EU’s proposed product
liability regimen than has been seen made towards any other legislation in the history
of Open Source Software.

A report published in December 2022 by the French Institute of International relations,
‘Software Power: The Economic and Geopolitical Implications of Open Source Software’
highlights the tensions in certain countries between the desire to secure universally
used Open Source components and the desire to develop “sovereign” technologies
which sit in contrast to the global nature of Open Source Software. Yet the renewed
political interest in Open Source in Europe is linked to the declared ambition to build
“European Digital Sovereignty”.

At the heart of technological infrastructures, and therefore of this sought-after Sover-
eignty, are software and technological standards.* European countries top the Open
Data Barometer and Open Knowledge Foundations’ Global Open Data Index*°. The main
line of action of European public authorities has been to develop the use of Open Source
Software in public administrations in response to the needs, and to open the code and
data produced by public institutions.

In the USA, the report suggests that states have understood the critical importance of
Open Source and are increasingly treating it as a strategic issue. The motivations of
states to invest in Open Source may stem from a number of objectives including access
to trusted technological solutions in the context of the digitisation of public adminis-
tration and services, to ensure cybersecurity, to develop a local software industry, to
reduce dependence on foreign proprietary software and to preserve the concept of an
open, public, common and collaborative digital space.

43 https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act

44 https://blog.opensource.org/what-is-the-cyber-resilience-act-and-why-its-important-for-open-source/

45 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecuri
ty-rules-for-digital-products-and-ancillary-services/F3376663_en

46 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecuri
ty-rules-for-digital-products-and-ancillary-services/F3376650_en

47 https://blog.opensource.org/the-ultimate-list-of-reactions-to-the-cyber-resilience-act/

48 Alice Pannier, “Software Power: The Economic and Geopolitical Implications of Open Source Software”, Etudes de I'Ifri,
Ifri, December 2022.

49 S. Rolland, “II n’y aura pas de souveraineté numérique européenne sans maitrise du logiciel’, Bruno Sportisse, Inria”, La
Tribune, February 22, 2022

50 European Working Team on Digital Commons, “Towards a Sovereign Digital Infrastructure”, op. cit., p. 10.

State of Open: The UKin 2023  Phase One  2022: A year in review

Open:UK C

18



State of Open: The UK in 2023
Phase One
2022: A year in review

PART FIVE SECURITY
5.1 AN EVER INCREASING FOCUS

OpenUK'’s previous research findings and Tidelift’s global report ‘The 2022, Open Source
Software Supply Chain Survey Report’®! highlighted security as the most common chal-
lenge application development teams face when building with Open Source Software.
Especially post the White House Cybersecurity Executive Order and other ensuing gov-
ernment actions, almost a quarter of global respondents, of which 41% are based in
Europe including the UK (22%)>? indicate that complying with government requirements
is a challenge affecting larger organisations.

According to VMware’s recently published report ‘The State of the Software Supply
Chain: the open source Edition 2022’5 94% of global respondents expressed concerns
about running Open Source Software in production, with security concerns dominating
the list. The top three concerns are all security related, and all show a substantial in-
crease versus last year’s VMware findings.

The solution is not to move away from open source, as it is not inherently less secure
than proprietary code, as RedHat’s recent report, ‘The State of Enterprise Open Source
’>4 ‘states that 89% of global information technology executives believe that open source
is at least as secure as proprietary code, (need a uk stat) but to create an infrastructure
and standards that secures the adoption, usage and deployment of Open Source Soft-
ware. Globally, corporations and government agencies are starting to recognize as they
move away from relying primarily on proprietary software, or closed-source systems,
toward using more open-source code® that the issue is not the code: It is the lack of
institutions securing the code.

Action is being taken both by governments and leading global organisations, to name a
few: recently the Open Source Technology Improvement Fund (OSTIF)*® was founded to
provide free security auditing services to open-source projects and continues to grow.

51 Tidelift. (2022). The 2022 Open Source Software Supply Chain Survey Report. Retrieved from: https://tidelift.
com/2022-open-source-software-supply-chain-survey

52 Tidelift. (2022). The 2022 Open Source Software Supply Chain Survey Report. Retrieved from: https://tidelift.c
om/2022-open-source-software-supply-chain-survey

53 VMware. (2022). The State of the Software Supply Chain: Open Source Edition 2022. Retrieved from: https://tanzu.
vmware.com/content/ebooks/state-of-software-supply-chain-2022

54 RedHat. (2022). The state of enterprise open software. Retrieved from: https://www.redhat.com/en/resources/state-
of-enterprise-open-source-report-2022

55 RedHat. (2022). The state of enterprise open software. Retrieved from: https://www.redhat.com/en/resources/state-
of-enterprise-open-source-report-2022

56 https://ostif.org/
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Figure 6 Top Security Priorities over 3 years®’

Education, data, and understanding through metrics is vital to the security of our open
source projects. Research conducted by Sonatype as part of its 8th Annual State Of Soft-
ware Supply Chain report looked to compare various quality metrics already available to
the community and how they could be improved.

Data taken from 7.9 million releases with Maven Central, 14 million Common Vulnera-
bility and Exposures (CVE) reports, dependency lists of open source projects, and a va-
riety of popular existing metrics showed that not one of the metrics tested in isolation,
were suitable to determine vulnerable open source projects. Although no single quality
metric had a moderate correlation to vulnerability count, when using machine learning
techniques and aggregate methods across all metrics, the model could accurately iden-
tify projects containing vulnerabilities with 95.5% accuracy. This shows that using the
popular metrics as a collective was a suitable approach to finding vulnerabilities.

Another interesting finding was that although only 10% of the projects had a vulnera-
bility that directly affected their code, 65% had either a direct or transitive vulnerability
due to a third-party dependency within their dependency tree, further suggesting that
all parties must work collaboratively in tackling these issues.

Due to the transparency of data provided from the Open Source Security Foundation
(OpenSSF) Scorecard metric, research was also able to create a model based on secure
software best practices that can correctly identify projects containing known vulnerabil-
ities with a reliability of 89%°8.

57 Source: RedHat data
58 https://www.sonatype.com/state-of-the-software-supply-chain/project-quality-metrics#scorecard-checks
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Figure 7: Identifying Vulnerable Projects

Figure 6, above shows that conducting a healthy code review, reducing binary attack
paths, and pinning dependencies through dependency management were the three
most effective techniques at reducing the risk of vulnerable projects. Branch protection
— the practice of not allowing direct push to main development branches — was fourth
most effective. This suggests Open Source projects that have a good code review policy,
combined with dependency scanning, would be in a much better place from a security
perspective than projects that do not follow these practices.

Along with metrics and data, events (such as Cloud Native Computing Foundation
(CNCF) Bug Bash and Security Slams) allow open source projects much needed develop-
ment focus from the grassroots community, keeping organisations in touch with a new
batch of potential contributors®, thus keeping open source secure, alive, healthy and a
community.

59 https://community.cncf.io/cloud-native-security-slam/
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5.3 UK CONSULTATION ON SECURITY RELEASED ON 6 FEBRUARY 2022
The UK’s DCMS issues a “Call for Views on Cyber Security” on 7 March 2023%

It recognises that “Software developers generally build on software components built
by others. Many of these third party components are Open Source, which is a key driver
of innovation and efficiency in the software market, but these components may lack
ongoing maintenance due to resource constraints. This means that a vulnerability in one
software component could indirectly impact thousands, if not millions, of users. Like-
wise, the complex nature of the software lifecycle and digital supply chains - including
software developers, vendors, resellers, service providers and customers - means that
those who would be worst impacted by a breach are often limited in how much they
can directly manage the risk. These factors create a complex system which is exploited
by those who wish to cause harm.”

Section two of the Call for Views states:

“The Open Source Software community is an important source of innovation,
with contributions bringing new ideas, flexibility and agility to the tech sector.
Placing additional burden on Open Source developers could restrict this inno-
vation, yet the Open Source community faces challenges in the development
and maintenance of secure code, which takes time, tools and skills and could
require further support.

The levels of resourcing across the Open Source community are often incon-
sistent, particularly as participation in Open Source development and mainte-
nance is predominantly on a voluntary basis. It is not unusual for frequently
used code components to be maintained by a single person. This means the
maintainer might not have the resources to update and maintain the pack-

age properly and in a timely manner, or adequately review and quality assure
code. There is also a risk of the code becoming unmaintained.

Due to the broad adoption of Open Source software both as stand alone solu-
tions and as components in commercial offerings, the effects of these resourc-
ing challenges permeate digital supply chains. This can result in the introduc-
tion of vulnerabilities or prevent vulnerabilities being fixed once identified.

Open Source software is a fundamentally critical aspect of the software ecosys-
tem, and the reliance on these open Source components within digital supply
chains is increasing. Many Open Source software packages depend on other
Open Source components, and it is standard practice for proprietary software
developers to import Open Source software code into the software that they
sell.”

The UK consultation closes at 23.45 on 1 May and views are requested via the comple-
tion of a survey®..

60 https://www.gov.uk/government/publications/call-for-views-on-software-resilience-and-security-for-business
es-and-organisations
61 https://dcms.eu.qualtrics.com/jfe/form/SV_02LKoisUpASr63s
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5.4 THE US DRIVING THE CONVERSATION

As discussed in State of Open in 2021, President Joe Biden signed an Executive Order
(EO) on cybersecurity®? addressing the software supply chain and the White House
called for increased cooperation from the private sector. The order required those com-
panies selling to the federal government to take precautionary measures to identify and
remediate vulnerabilities in software and to provide agency customers with a software
bill of materials (SBOM)®3.

This has been supplemented on March 2 2023 by the White House announcement®* of
a Cyber Security Strategy.

The Securing Open Source Software Act®, “moves Open Source from the realm of policy
and regulation decisions into federal law. This bill will direct the CISA to develop a risk
framework to evaluate how Open Source code is used by the federal government. The
CISA would also decide on how the same framework could be used by critical infrastruc-
ture owners and operators.”

According to the Open Source Security Foundation (OpenSSF) in its analysis of the Act,
the “CISA would produce an initial assessment framework for handling open-source
code risk, incorporating government, industry, and Open Source community frame-
works and best practices from software security.” The Act will also require the CISA to
identify ways to mitigate Open Source software risks. To make that happen, it requires
the CISA to hire Open Source developers to address security issues. It also proposes that
some Federal agencies start Open Source Program Offices (OSPO).

CONCLUSION

Considerable concern has been expressed at the potential of multiple regimens on Open
Source Software developers.

These efforts reflect a need for global collaboration to combat security concerns, it can-
not be accomplished alone, making the development of an institutional response even
more pressing as critical projects need to remain sufficiently resourced and maintained.

62 Federal Register, “Improving the Nation’s Cybersecurity”, op. cit.

63 https://www.lawfareblog.com/open-source-security-how-digital-infrastructure-built-house-cards

64 https://www.state.gov/announcing-the-release-of-the-administrations-national-cybersecurity-strategy/
65 https://www.zdnet.com/article/whats-what-in-the-united-states-securing-open-source-software-act/
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5.5 THOUGHT LEADERSHIP: SECURITY LANDSCAPE UPDATE

Dan Conn,
Developer Advocate,
Sonatype

A lot has happened since OpenUK CISO Andrew Martin, gave July’s report.

Straight off the bat at the end of July, we saw a data breach involving 5.4 million Twitter
accounts being sold in a database from criminal hacker, devil. This was a reminder that
security will affect all of us. It also requires thought, investment and intelligence to get
right. A point further compounded by Check Point Research® showing a 38% increase
in cyber security attacks in 2022. | don’t think it would be risky to bet on 2023 making a
further increase.

The devastating conflict in Ukraine continues to ravage. One unexpected, related event
resulted in Montenegro, a NATO ally, attributing Russia for a sustained cyber security
attack attacking their government servers. This was later claimed by the Cuba ransom-
ware group (not thought to be related to the Republic of Cuba). As Longeren and Smith
tell us®, attribution is a very difficult subject for any cyber threat intelligence analyst. |
hope Open Source Software initiatives such as the EU based OpenCTl project® can help
provide more data in these areas.

Along with 9.9 million records breached in October 2022 (thankfully not personal data
this time®, one thing that is for sure is the overwhelming amount of cybersecurity at-
tacks that occur and continue to do so.

So how does this fit with Open Source? Well, as was witnessed through the inaugural
OpenUK State Of Open Con 237 a lot! The security track was filled with discussion on
how to secure supply chains, how SBOMs will help with that, and that Open Source is
not immune to this challenge. As quoted in some talks at the conference, statistics from
the Sonatype State of the Software Supply Chain report’* show that 6 out of 7 project
vulnerabilities come from transitive dependencies and request volumes from package
ecosystems (Maven, PyPl, npm and Nugent) are estimated to have reached 3.1 trillion
for 2022, meaning work is needed here to ensure our Open Source projects are not vul-
nerable for those that use them.

On day one, a keynote from Anjana Rajan, Assistant National Cyber Security Director,
Technology Security Directorate, The White House, announced a collaborative project
called the Open Source Software Security Initiative, combined with the work CISA were
doing to encourage the use of SBOMs in the community, and a push towards memory

66 https://blog.checkpoint.com/2023/01/05/38-increase-in-2022-global-cyberattacks/)

67 https://politicalviolenceataglance.org/2022/09/21/who-attacked-montenegro-the-moral-and-strategic-hazards-of-mis-
assigning-blame/),

68 https://www.ssi.gouv.fr/en/actualite/opencti-the-open-source-solution-for-processing-and-sharing-threat-intelligence-
knowledge/)

69 https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-october-2022)

70 https://stateofopencon.com)

71 https://www.sonatype.com/state-of-the-software-supply-chain
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safe languages, can help our Open Source cyber resilience. The Department for Culture,
Media and Sport (DCMS) Head of Cyber Resilience Policy, Naomi Gilbert, explained that
a call for views has been published on software resilience and security, and Open Source
is expected to play a unique role in this area.

Day two started with Sal Kimmich’s keynote “Regulation by Telemetry: How to Fix
OS Security by 2030” with some very bold ambitions, which | believe we can achieve.
Throughout the two days, ways of improving our Open Source security posture came
out: dependency management, code review, threat modelling, penetration testing and
the need to secure cloud and Kubernetes infrastructures. It is a tall ask, but by coming
together and collaborating in the unique way Open Source does, fostering relationships
with governments and organisations such as Linux Foundation, NCSC, NIST, OWASP,
OpenSSF, CNCF, Apache, and others, means that nothing is insurmountable.
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5.6 THOUGHT LEADERSHIP: AVIEW ON SUSTAINABLE SECURITY FROM
THE RUST FOUNDATION

Dr Rebecca Rumbul
Executive Director and CEO
Rust Foundation

Security in the Open Source Software space has never been more prominent than it is
today. While the world has suffered numerous serious security issues over the past 20
years, real global and cross sectoral momentum to solve key security issues has only
gathered pace over the past year or two.

This momentum prompts the need for a considered and sustainable approach to achiev-
ing common security goals that allocates obligations, responsibilities, and accountabil-
ity appropriately. This means identifying what work is being done, by whom, and how
that work is directed and remunerated. It also means investing in changing that process.
Anyone even tangentially associated with Open Source Software development knows
that unpaid maintainers often bear the brunt of elite decision-making, which can result
in disillusioned, overworked and under-compensated communities of developers that
have neither the time nor the inclination to undertake the substantial work demanded
of them.

Moves to regulate the security of the software supply chain are currently underway
in the EU, UK and USA, and there is general agreement that this is a positive driver for
improvement. Regulators are not, however, experts in Open Source development. The
majority of regulators have little knowledge or expertise in how or where to plug the
existing gaps, nor a clear strategy of how to fund this vital work.

Corporate organisations have long engaged with governments and influenced regula-
tors, and these actors will have a necessary and valuable impact upon regulation de-
velopment. The corporate voice alone cannot, however, be relied upon to ensure that
security regulation or practice is fit for purpose, as business interests will always take
priority over the interests of the common good. Corporate approaches to security also
cannot be relied upon to benefit the digital commons as a byproduct of securing their
own activities. It is clear to see across multiple spheres of private sector activity, from
health provision to data connectivity infrastructure, that corporate interests inevitably
leave significant gaps that either remain neglected or are filled by unpaid or underfund-
ed interest groups. If there is genuine commitment across the stakeholder spectrum to
improve supply chain security, a reliance on corporate actors alone to do this will not
yield the results desired.

The actors that can implement meaningful beneficial impact are critical to consider in
how a global approach to securing the digital world is built. Who can advocate for that
common good? Who can identify the key issues and gaps? Who can mobilise to build
solutions? And who can do this in a neutral and sustainable way that balances the needs
of the myriad stakeholders in this space? OSS foundations, like the Rust Foundation, are
the only actors that can take on this role. This is because these non-profit organisations
are constituted to support the common good in OSS ecosystems. They are close to, and
often run by, maintainer communities, so they know exactly where the issues exist. They

State of Open: The UKin 2023  Phase One  2022: A year in review

Open:UK C

26



State of Open: The UK in 2023 R
Phase One open'UK C

2022: A year in review

are supported by corporate bodies, so they understand too the needs of end users and
product developers. They are ultimately neutral, not for profit, able to take a balanced
approach that prioritises the wider benefit, and critically, they are able to do this work
collaboratively in the open. Security work funded by stakeholders and managed by rel-
evant foundations is the best option.

Funding this activity sustainably will be one of the biggest challenges. For too long,
too many organisations have taken advantage of free Open Source code without giv-
ing anything back. While a number of tech organisations are hugely supportive of OSS
work, there are thousands more that are net beneficiaries. Until the work conducted by
the OSS community is valued as a core public service, and funded as such, it cannot be
expected to be responsible for propping up government systems or multinational tech-
nologies. Just as companies in the UK processing personal data are required to register
and pay a fee to the regulator, so should organisations using Open Source code in their
products be required to do something similar. Such fees could be used to sustainably
fund OSS security activities run through OSS foundations.

Meaningful and impactful improvements can be achieved in OSS security engineering
and development across ecosystems, if the work is directed by non-profit foundations
and financially supported by a plurality of public and private bodies. In this way, all
stakeholders can be engaged without holding a monopoly, maintainers can be fairly
compensated, and the benefit will be felt by all.
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PART SIX SUSTAINABILITY

Leanne Kemp,
Founder and CEO,
Everledger

As the recently appointed Chief Sustainability Officer of OpenUK, | am excited to take
on the challenge of leading the company’s sustainability efforts and building upon the
foundations established. 2023 presents the perfect opportunity to capitalise on the
progress made and to set the stage for even greater successes leading into 2030.

One of the key areas OpenUK staunchly focuses on is Open Source Software and its
impact on sustainability. While Open Source initiatives have the potential to promote
sustainability, it’s important to consider with a balanced view, if not sometimes play a
contrarian role to truly explore, discover and resolve the potential downsides.

According to the World Economic Forum’s Davos 2023 risk report, the cost of main-
tenance and security of coding technical systems is a top concern. Additionally, the
OpenUK State of Open 2022 report notes that the top 3 challenges for Open Source
initiatives are ABC. All of which: require positioning and alignment under Mother Earth
spectacles of Environmental, Social and Governance (ESG) and Sustainable Develop-
ment Goals (SDGs).

OpenUK collective goal is to work closely with the community and to continuously eval-
uate, improve, and ensure that our initiatives align with our sustainability goals. This in-
cludes being transparent and considerate of the deficiencies that exist, aligning with the
ESG, SDGs, and addressing the potential downsides of Open Source initiatives such as
the environmental impact of Open Source software and the lack of alignment with en-
vironmental, social, and governance (ESG) and sustainable development goals (SDGs).

We are all believers, contributors and disciples of Open Source movement and Open
Technology as it’s long been recognised for its ability to promote collaboration and in-
clusivity, but it also has the potential to lead the way in sustainable technology. The
Open Source community’s values of transparency and community-driven development
align closely with what is needed to address the complex and interconnected issues of
sustainability.

As a driving force for good: one of the key areas where Open Source can make a differ-
ence is in the optimisation of digital technology to use electricity more efficiently. Sixty
percent of the world’s electricity is still generated by burning fossil fuels, despite the
increasing capacity for renewable energy generation. By developing and implementing
Open Source solutions that use less electricity, the carbon emissions generated by the
tech sector can be reduced.
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However, it’s important to note that simply making technology more efficient may not
be enough to address the root causes of climate change and sustainability issues. The
Jevon’s paradox states that making something more efficient often leads to using more
of it, not less. Therefore, it’s crucial to have deeper conversations about the relationship
between society and technology, and to consider the impact of technology on margin-
alised communities and ecosystems.

Open Source can also play a role in addressing these issues by promoting transparency
and accountability in the supply chain of digital technology. By using Open Source solu-
tions, companies and organisations can better understand the environmental and social
impact of the materials and resources used in the production of their technology.

Additionally, the Open Source community leads by example in terms of equity and in-
clusivity. By sharing the wealth generated by digital technology equitably and ensuring
that the benefits are enjoyed by all members of society, not just those who are most
privileged, we can promote sustainable development and create a more just and equi-
table world.

However, the elephant in the room today is OpenAl. OpenAl is facing criticism for its lack
of transparency and its potential negative impact on the job market as it is a for-profit
company and not in fact Open Source as it does not allow access to its source code nor
license it under an OSI approved licence. This raises concerns about accountability and
transparency.

In conclusion, Open Source initiatives have the potential to promote sustainability, but
it is important for OpenUK to look beyond itself and ensure other worldly initiatives
like OpenAl are continuously evaluated and supported to improve their strategies to
ensure alignment with environmental, social, and governance goals and sustainable de-
velopment goals. Transparency and accountability must also be prioritised to address
potential downsides such as the environmental impact of Open Source Software and
concerns about the job market. It is crucial to have deeper conversations about the re-
lationship between society and technology, and to consider the impact of technology on
marginalised communities and ecosystems. Open Source can play a key role in driving
sustainable technology and promoting equity and inclusivity.

We will again be leading on agenda setting with our OpenUK Open Technology for Sus-
tainability Day in Edinburgh on 14 September’?.

72 https://openuk.uk/event-calendar/open-technology-for-sustainability-day/
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PART SEVEN CONCLUSION

Need for a Joined-Up International Conversation

Dr Jennifer Bath
Research Director
Symmetry

With every State of Open report published OpenUK explores new ways to show the val-
ue of Open Source Software to the UK economy.

This time the calculation is simple and powerful: by January 2023, 4.5% of the UK pop-
ulation had a GitHub account taking the lead per capita among selected other countries
with high growth rates in GitHub accounts.

The UK continues to build its Open Source Software capabilities and OpenUK continues
to bring attention to this growing ecosystem.

Throughout 2022 we have seen increasing accounts of and interest in Open Source
Software consumption, contribution and distribution. This is encouraging, as is the in-
creased attention global reports are giving numbers and conversations, barriers and
drivers to adoption. We still can’t always obtain extensive data focused solely on the UK
but available data is growing and that, alongside the willingness to collaborate on this
endeavour, is encouraging. In particular, burgeoning businesses and communities that
consider metrics like downloads and contribution allow us different ways to cut the data
and therefore a multitude of ways to understand patterns of uptake and productivity.

The current cost of living and energy crises may enable new communities and Open
Source ecosystems to grow and flourish both in the UK. And, importantly, it's becoming
a global and geopolitical conversation. Those politics are specifically the issues of financ-
ing, governance and collaboration - that is international collaboration as well as locally
and, of course, a maturing focus on security. These moves will create opportunities for
committed individuals to expand, and get paid for, the brilliant work they do each day.

Committed individuals also need to be sustained and there will be a necessary focus
on maintainers and funding as well as the economics of Open Source in the UK and the
impact of ongoing Security legislation and the need for “Curation” of Open Source.

To sustain people is one part of our commitment to Open Source Software. Sustainabili-
ty on a broader scale encapsulates even more. We continue to weave sustainability into
every aspect of research so that it does not become a silo, sitting separately beside the
business and community objectives of Open Source Software adoption but rather runs
through everything we do and everything we support.

The question for later phases of 2023’s OpenUK State of Open reports is to consider the
paradox of growth and sustainability - both the longevity and maintenance of existing
interactions and the focus on environmental sustainability.
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You can find all of these pieces of an intricate and enticing puzzle at the State of Open
Con 2023 where policy, value, government, people, law, experience and innovation
come together to continue to move the conversation forward.
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PART EIGHT
8.1 CONTRIBUTORS

Amanda Brock, CEO OpenUK

Amanda Brock is CEO of OpenUK the UK organisation for the business of Open Tech-
nology — Open Source Software, open hardware and open data - with a purpose of UK
Leadership and International Collaboration in Open Technology and she is the Executive
Producer of State of Open Con https://stateofopencon.com/

She is a Board Member of the Open Source Initiative; appointed member of the Cabinet
Office’s Open Standards Board; Member of the British Computer Society Inaugural In-
fluence Board; Advisory Board Member, Sustainable Digital Infrastructure Alliance and
Mimoto; and European Representative of the Open Invention Network. A lawyer of 25
years’ experience, she previously chaired the Open Source and IP Advisory Group of
the United Nations Technology Innovation Labs, sat on the OASIS Open Projects and UK
Government Energy Sector Digitalisation Task Force Advisory Boards. She was General
Counsel of Canonical for 5 years from 2008 and set up their legal function.

Amanda is a judge in the IDG Foundry CIO 100 2023 having been a Judge in the We are
Tech Women Rising Star Awards 2020-22. She was awarded the Lifetime Achievement
Award in the Women, Influence & Power in Law Awards UK 2022, and included in Com-
puter Weekly’s Most Influential Women in Tech Long list in 2021 and 2022 and in their
UK Tech50 Influencers longlist for 2022. She was included in the 2022 https://heroes.
involverolemodels.org/ Involve HERoes list of 100 global women executives driving
change by example.

She is the editor of Open Source Law, Policy and Practice (2nd edition) published by
Oxford University Press in October 2022, with open access thanks to the Vietsch Foun-
dation https://amandabrock.com/books/.

Dan Conn

Dan Conn is a Developer Advocate for Sonatype. Having worked as a developer for over
10 years, whilst also having being cyber security adjacent for just as long, Dan likes to
sit in between the two spaces and offer advice where and when he can on software
development, cryptography, Al, threat modelling and other areas where the two worlds
meet. Along with being an OpenUK Ambassador, Dan is also a member of BCS, ACM and
OWASP. When not in front of a computer screen, you can find Dan running, skateboard-
ing, DJing or making music!
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Professor Eleanor Shaw OBE, University of Strathclyde

A values-led, inclusive entrepreneurial leader with more than 25 years’ experience of
working with entrepreneurs, complimented by a portfolio of entrepreneurship research
that has informed the design and delivery of entrepreneurial education, influenced en-
trepreneurial policy, and guided the development of successful growth interventions
which have supported the scale up of numerous Scottish ventures. Eleanor is a senior
leader within the Higher Education sector and is passionate about using her knowledge,
expertise, and networks to unlock entrepreneurial potential across Scotland’s economy.
She holds an MA and a PhD from the University of Glasgow and was awarded an OBE
in the New Year Honours List 2022 for her services to Entrepreneurship and Education.

James Governror, Founder and Analyst, Redmonk

James is co-founder of RedMonk, the developer-focused industry analyst firm. Research
and analysis into tech trends and directions. Enjoys working with anyone that wants to
better understand software developers and what makes them tick. Came up with the
term Progressive Delivery. Lives in London with his wife and 3 kids. Specialities: Devel-
opers, developers, developers. @monkchips on twitter.

Dr Jennifer Barth, Founder and Research Director, Symmetry

Dr Jennifer Barth is an experienced ethnographer and social researcher with a DPhil
from the University of Oxford. Her work is informed by empirical research on the inter-
sections of emerging technologies and socioeconomic change. She provides companies
with thought leadership and research led business solutions on media engagement op-
portunities on global issues impacting and shaping our current and future socio-cultural
lives.

Leanne Kemp, Founder and CEO, Everledger, and OpenUK

Chief Sustainability Officer

Leanne is Founder and CEO of Everledger. In her role as CEO, she inspires and steers the
team of Everlegends to increase transparency and trust with technology, in close collab-
oration with our industry partners.

She is a prominent figure in the technology sector. Leanne co-chairs the World Eco-
nomic Forum’s Global Future Council on the Future of Manufacturing and takes part
in the Global Future Council on Blockchain. She also leads workstreams at the Global
Blockchain Business Council, co-chairs the World Trade Board’s Sustainable Trade Action
Group, and is on the IBM Blockchain Platform Board of Advisors.

Dr Rebecca Rumbul, CEO and ED, Rust Foundation

Rebecca is the Executive Director and CEO of the Rust Foundation, a global non-profit
stewarding the Rust language, supporting maintainers, and ensuring that Rust is safe,
secure, and sustainable for the future. She holds a PhD in Politics and Governance, and
has worked as a consultant and researcher with governments, parliaments and develop-
ment agencies all over the world, advocating for openness and transparency, and devel-
oping tools to improve digital participation. In addition to her full-time and consultancy
roles, Rebecca is a Non-Executive Director and Council Member for the UK Advertising
Standards Authority, and a Trustee of the Hansard Society.
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8.2 ABOUT THE CREATORS OF THIS REPORT

OpenUK

OpenUK is the organisation for the business of Open Technology in the UK, being Open
Source Software, open source hardware and open data. As an industry organisation,
OpenUK gives its participants greater influence than they could ever achieve alone.
Open UK’s purpose is to promote UK leadership and global collaboration in Open Tech-
nology.

OpenUK is committed to promoting UK leadership in Open Technology and support-
ing collaboration between businesses, public sector organisations, government and
communities to expand the opportunities available to all around Open Technology on a
global basis. OpenUK creates a visible Open Technology community in the UK, and uses
that community’s impact to ensure that the UK’s laws and policies work for Open Tech-
nology whilst encouraging the future community in the business of Open Technology
through learning.

OpenUK is a not-for-profit company limited by guarantee, company number 11209475
with its registered office at 8 Coldbath Square, London EC1N 5HL, www.openuk.uk, con-
tact admin@openuk.uk

Symmetry

Symmetry looks beyond the surface and behind the curtain of the fundamental inno-
vations and trends shaping our society, markets, culture, and values. We are academics
and researchers looking at the intersections of emerging technology and socioeconomic
impact, producing independent research for thought leadership and business solutions.

Symmetry’s mission is to share and grow knowledge about everyday lives. We want to
understand the past, present, and future of human interaction with emerging technolo-
gies and socioeconomic changes—from behaviour to context, nature to nurture, origin
to experiences—helping our clients engage their clients and public imagination.
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8.3 METHODOLOGY

The research team undertook a literature review of current industry and academic re-
ports to build upon a deep understanding of the current state of Open Source Software
in the UK economy in 2022.

Straightforward calculations in this report using the Github Octoverse Report numbers
gives us a strong indication of the number of account holders and allows the assump-
tion that there is strong innovative activity and take up of Open Source Software. This
allows us to consider general engagement with Github, as a proxy for the uptake of
Open Source.

The number of accounts does not indicate economic activity as it is difficult to find
evidence that each account holder is a unique economically active developer’. For in-
stance, some account holders are students who may only use it to practise. In 2021,
for example, students held 27.9% of all accounts. There also may be individuals with
multiple accounts’®, and there are likely to be idle accounts, or accounts with negligible
activity; as a result, not all these accounts are contributing to economic activity. To do
this calculator requires more information and we are always interested to collaborate
on this project to identify the value of Open Source Software in the UK.

8.4 ACKNOWLEDGEMENTS

The research was led by Dr Jennifer Barth, CEO and Research Director at Symmetry in
partnership with Amanda Brock, CEO OpenUK in 2022. Thank you to our team of econo-
mists, psychologists, data scientists and social scientists. Thanks to all who contributed,
and in particular to Michelle Angert and Zin Nwe Zaw Lwin.

OpenUK has a large number of financial and in kind supporters to all of whom it is
grateful and the following major supporters Arm, Google, Microsoft, OVHcloud, Red
Hat, Devtank, Opus VL, and OpenCredo along with many other sponsors without whom
OpenUK’s work would not be possible. Particular thanks to GitHub for their support
with this report Phase One.

OpenUK'’s report Survey will take place in May. Anyone interested in taking part in our
survey or in a case study should contact admin@openuk.uk

73 Evidence by Statista confirms that there was an increase in software developers in the UK, bringing the total to 466
thousands# in 2021, meaning that approximately the percentage of developers in the UK population is 0.7%.
74 The State of the Octoverse explores a year of change with new deep dives into writing code faster, creating documen-

tation and how we build sustainable communities on GitHub.
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